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Motivation BT

* oneM2M platform is expanded, and high confidentiality is required from users
while communicating with various devices

* oneM2M can provide confidentiality of data transmitted based on SSL/TLS
* |n this tutorial, we will show you how data is encrypted via SSL/TLS
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Prerequisites

e S/W
* Node.js
Visual Studio Code
* https://code.visualstudio.com/download

cmder(Terminal)
* https://cmder.net/

Postman
* https://www.postman.com/downloads/

oneM2M-API-Testing Source
* https://github.com/loTKETI/oneM2M-API|-Testing.git
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oneM2M - SSL/TLS Enablement




Mobius SSL/TLS Overview BT

* Mobius supports confidential and intact data transmission using
HTTPs and MQTTs protocol based on Secure Sockets Layer /
Transport Layer Security (SSL/TLS)

 Commercial servers use certificates that are issued by a validated
Certificate Authority (CA) to use SSL/TLS, but for non-commercial
purposes, the openSSL can be used which is free

* This tutorial provides the guide on generating certificates using
openSSL and applying to the oneM2M communications
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SSL/TLS flow BT

* The &Cube sends a “Client Hello” message

&Cube Mobius

(Client) (Server)

A 4

That lists information to server

- such as the SSL/TLS version

- cryptographic algorithms

- data compression methods supported by the client
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Data exchange flow

 The Mobius responds a message

&Cube

(Client)

A

Mobius

(Server)

That lists information from server

- Cryptographic algorithm agreement

- Session ID

- Server’s digital certificate(include public key)
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Data exchange flow

e Authenticity check
Mobius

&Cube

(Client) (Server)

B 1. The client will contact the server’s

(Certificate e .
folneT) Certificate Authority (CA)

2. Verifies the server's digital certificate, thus
confirming the authenticity of the web server
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Data exchange flow wM

* Client key exchange and finished

&Cube Mobius

(Client) (Server)

A 4

Shared secret key encrypted with the server’s public key

A 4

A

The finish message is encrypted with the shared secret key-
handshake complete
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openSSL Installation(Windows) wvM

 Download opsnSSL for Windows exe file
* https://slproweb.com/products/Win320penSSL.html|
* |nstall the openSSL

* Open CMD and move to the installed directory
> cd C:\Program Files\OpenSSL-Win64\bin

Download Win32/Winé4 OpenSSL

Download Win32/Winé4 OpenSSL today using the links below!

File Type Description

Win64 OpenSSL vl.1.1g Light [ 3MB Installer |Installs the most commonly used essentials of Win64 OpenSS
EXE | MSI OpensSL). Only installs on 64-bit versions of Windows. Note
local and state laws. More information can be found in the leg

Win64 OpenSSL vl.l.1g 63MB Installer | Installs Winé4 OpenSSL vi.1.1g (Recommended for software
EXE | MSI on 64-bit versions of Windows. Note that this is a default buil
More information can be found in the legal agreement of the i
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https://code.google.com/archive/p/openssl-for-windows/downloads
https://slproweb.com/products/Win32OpenSSL.html

openSSL Installation(Linux,macOS)

e Linux(Ubuntu)

* Open terminal and enter command below.
* >sudo apt-get install libssl-dev openssl

* MacOS

 To download and install openSSL, brew is recommended
* About brew installation, please refer to the brew official website

* After brew installation, open terminal and enter command below
* >sudo apt-get install libssl-dev openssl
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Certificate Creation wvM

* CA key pair and certificate Creation(1)

* Set path in the openssl.cnf file before Certificate Creation
 >set OPENSSL_CONF=C:\[PATH TO YOUR OPENSSL DIRECTORY]\bin\openssl.cfg

P

=

F1les\OpenSSL-Win64\bin\openssl.cfg

INDIEC
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Certificate Creation wvM

* CA key pair and certificate Creation(1)

* On CMD or terminal, enter below command to create CA key pair
* > openssl genrsa -out ca-key.pem 4096

C:\Program Files\OpenSSL-Win64\bin
A openssl genrsa -out ca-key.pem 4096
Generating RSA private key, 4096 bit long modulus (2 primes)

e 1s 65537 (exeleeel)
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Certificate Creation

* CA key pair and certificate Creation(1)

* Enter below command to create CA certificate
* > openssl req-new -x509 -days 9999 -key ca-key.pem -out ca.crt

* To create CA certificate, some information are required

C:\Program Files\OpenS

SL-Win64\bin

A openssl req -new -x5089 -days 9999 -key ca-key.pem -out ca.crt
You are about to be asked to enter information that will be incorporated

into your certificate
What you are about to
There are quite a few
For some fields there
If you enter '.', the

request.

enter is what is called a Distinguished Name or a DN.
fields but you can leave some blank

will be a default value,

field will be left blank.

Country Name (2 letter code) [AU]:KR

State or Province Name (full name) [Some-State]:Gyeonggi-do

Locality Name (eg, city) []:Seongnam-si

Organization Name (eg, company) [Internet Widgits Pty Ltd]:KETI
Organizational Unit Name (eg, section) []:IoT Platform Research Center
Common Name (e.g. server FQDN or YOUR name) []:localhost

Email Address []:yun®429@keti.re.kr
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Certificate Creation wvM

e Server key pair, csr and Certificate Creation(2)

* To create server key pair, enter command below
* > openssl genrsa -out server-key.pem 4096

C:\Program Files\OpenSSL-Winé4\bin
A openssl genrsa -out server-key.pem 4896
Generating RSA private key, 4096 bit long modulus (2 primes)

e 1s 65537 (©xeleeel)
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Certificate Creation

e Server key pair, csr and Certificate Creation(2)

Enter below command to create csr which will be needed to create server

certificate

* > openssl req -new -out server.csr -key server-key.pem
To create csr file, some information are required. Input your information
In this section, What you have to note is that you have to enter your server's

domain nhame on Common Name field

C:\Program Files\OpenSSL-Win&4\bin

A openssl req -new -out server.csr -key server-key.pem

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:KR
State or Province Name (full name) [Some-State]:Gyeonggi-do

Locality Name (eg, city) []:Seongnam-si

Organization Name (eg, company) [Internet Widgits Pty Ltd]:KETI
Organizational Unit Name (eg, section) []:IoT Platform Research Center
Common Name (e.g. server FQDN or YOUR name) []:localhost

Email Address []:yune429@keti.re.kr

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:keti

An optional company name []:KETI
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Certificate Creation wvM

e Server key pair, csr and Certificate Creation(2)

Create server certificate using server-ser.pem and ca-crt.pem
* > openssl x509 -req -in server.csr -CA ca.crt -CAkey ca-key.pem -CAcreateserial
-out server.crt -days 9999

C:\Program Files\OpenSSL-Win64\bin

A openssl x509 -req -in server-csr.pem -CA ca-crt.pem -CAkey ca-key.pem -CAcreateserial -out server-crt.pem -days 9999

Signature ok

subject=C = KR, ST = Gyeonggi-do, L = Seongnam-si, O = KETI, OU = IoT Platform Research Center, CN = localhost, emailAddress = yun@429@keti.re.kr
Getting CA Private Key
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Certificate Creation

e Server key pair, csr and Certificate Creation(2)

Use the following command to check the contents of the server.crt file

> openssl x509 —in server.crt —text -noout

C:\Program Files\OpenSSL-Win64\bin
A openssl x589 -in server.crt -text -noout
Certificate:
Data:
Version: 1 (@x0)
Serial Number:
Sc:ff:88:07:8c:8f:91:75:0a:cb:c@:a5:6a:8d:85:72:4b:e5:88:86
Signature Algorithm: sha256WithRSAEncryption
Issuer: C = KR, ST = Gyeonggi-do, L = Seongnam-si, O = KETI, OU = IoT Platfor
m Research Center, CN = localhost, emailAddress = yun@429@keti.re.kr
Validity
Not Before: Oct 7 12:20: 2020 GMT
Not After : Feb 22 12:28: 2048 GMT
Subject: C = KR, ST = Gyeonggi-do, L = Seongnam-si, O = KETI, OU = IoT Platfo
rm Research Center, CN = localhost, emailAddress = yun@429@keti.re.kr
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public-Key: (4896 bit)
Modulus:
@0:ba:c4:65:eb:c9:2b:57:de:
9c:d0@:43:e7:f7:a3:e8:de:8c:8c:
67:46:e8:2a:4b:da:2a:eb:@d:
:a6:54:09:ab:4c:db:6a:@d:
:c8:92:36:53:ba:ff:bd:6f:
:a5:ef:cB8:a8:14:e3:fa:e9:
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Mosquitto SSL/TLS Enablement BT

* To enable SSL/TLS on mosquitto, some steps are required
* Create cert,ca_certificates folder in your mosquitto directory
* Copy and paste the ca.crt file into the ca_certificates directory under in C:\Program
Files (x86)\mosquitto
 Copy and paste the server-key.pem, server.crt files into the certs directory under
C:\Program Files (x86)\mosquitto

* (For linux, mosquitto.conf file exist in /etc/mosquitto)
(For macOS and 1.4.14 2 version of mosquitto, mosquitto.conf file exist in
/usr/local/Cellar/mosquitto/1.4.14 2/etc/mosquitto)
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Mosquitto SSL/TLS Enablement

C:\Program Files\OpenSSL-Win64\bin

FEMI

i cacrt

L] capl

] casrl

] ca-crtsrl

[] ca-key.pem
capi.dll
dasync.dll
libcrypto-1_1-x64.dll
libssl-1_1-x64.dll
[] openssl.cfg
openssl.exe
ossltest.dll
padlock.dll

Q progs.pl

# server.crt

| -'| senvelr.csr

L] server-key.pem

] tsget.pl

ca_certificates

certs

C:\Program Files\mosquitto\

KE'TI

Korea Electronics

f ca.crt

B server.crt

] server-key.pem
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Mosquitto SSL/TLS Enablement Y

» Edit mosquitto.conf to append SSL/TLS setting scripts

(cafile, certfile, keyfile should be exact path where each files placed. Below
example is for Window)

* Conf path : C:\Program Files\mosquitto\mosquitto.conf

listener 8883

cafile C:\Program Files\mosquitto\ca_certificates\ca.crt

certfile C:\Program Files\mosquitto\certs\server.crt
keyfile C:\Program Files\mosquitto\certs\server-key.pem
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Mosquitto SSL/TLS Enablement Y

 Open CMD or terminal and enter into the directory where mosquitto.conf
placed

* Run mosquitto with command below
* > net stop mosquitto
* > mosquitto -c mosquitto.conf -v

C:\Program Files\mosquitto
A mosquitto -c ./mosquitto.conf -v
1600849520: mosquitto version 1.6.9 starting

1600849520: Config loaded from ./mosquitto.conf.
1600849520: Opening ipv6é listen socket on port 8883.
1600849520: Opening ipv4 listen socket on port 8883.
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Mobius SSL/TLS Enablement BT,

* To enable SSL/TLS on Mobius, some steps are required

 Delete server-key.pem, server.crt, ca.crt files which are downloaded with Mobius

* Copy and paste server-key.pem, server.crt, ca.crt that you created using openssl| to
Mobius root directory

* Edit the code in Mobius.js like below

# ca.crt
@ conf.json
] LICENSE
@ mobius.js
@ package.json
@ package-lock.json

global.use_secure 'disable’;

- pxy_coap.js
- pxy_mqttjs
B pxy_wsjs

| | README.md

# server-cri.crt
Uijﬁmwmm global.use_secure ‘enable’;
wdt,js
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Mobius SSL/TLS Enablement wM

e Run Mobius with command below
* >node mobius.js

Production Mode

Garbage collection is not exposed
CPU Count: 12

select_ri_lookup /Mobius: 2.609ms

update_cb_poa_csi /Mobius: 2.995ms

sgnh_mgtt_client is connected

pxymqtt server (192.168.0.112) running at 7578 port
pxyws server (192.168.0.112) running at 7577 purﬂ
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Mobius SSL/TLS Enablement

* Also you can see that all of request and response packets are encrypted

M “Npcap Loopback Adapter

GET v  hupsifilocalhost:7579/Mobius File  Ed View Go Capture  Analyze Statistics  Telephony ~ Wireless  Tools  Help
. . Km P = o = [BE=
AW g e ARE|QeE=mEF L= & &
Params  Authorization Headers (10) Body Prerequest Script Tests  Setting IltCD E—
e [N[= Time Source Destination Protocol Length Info
e — . This request is using an autharization helg

The authorization header will be

32 2.768863 127.0.0.1 127.0.0.1 TCP

44 52577 » 7579

33 2.768895 127.0.90.1 127.9@.0.1 TLSv1.2 274 Client Hello
Body Cookies Headers (13)  Test Resuls € s 34 2.768909 127.0.0.1 127.0.0.1 TCP 44 7579 » 52577
. 35 2.772519 127.e.0.1 127.9.0.1 TLSv1.2 2196 Server Hello
Ay [Ep  Heisp s RS 36 2.772537 127.0.0.1 127.0.0.1 TCP 44 52577 » 7579
19 37 2.772932 127.0.0.1 127.@.0.1 TLSv1.2 137 Client Key E:
2 38 2.772946 127.0.0.1 127.0.0.1 TCP 44 7579 = 52577
3 null,
a "5-20200916054852183", > Frame 35: 2196 bytes on wire (17568 bits), 2196 bytes captured (17568 bits) on interface \Device\NPF_{355ECC!
5 5, v Null/Loopback
6 "20200916T@54852", Family: IP (2)
7 "Moblus®, > Internet Protocol Version 4, Src: 127.8.0.1, Dst: 127.6.0.1
8 "20202916T@54852",
. 1 > Transmission Control Protocol, Src Port: 7579, Dst Port: 52577, Seq: 1, Ack: 231, Len: 2152
18 "Mobius™ > Transport Layer Security
11
12
13
e M Wireshark - Follow TCP Stream (tep.stream eq 3} - Npcap Loopback Adapter - o x
15
e L.V.BLH.ALL L 1EQ ..
1 D e I O A - I - B R P B
.9.8 TS O 1 10 S b S localhost.........
18 .
19 5,
28 9, i eaaceateseaeaeaaaaaaaaanaaan A...=..0..W.1.c& .Kg2W=..H...Z.... \...... F e ieiiainnaaa (Jnooo505c0000000000000
21 1@, .. geo
22 13, . *H.
23 14 ©....0..1.@ ..U....KR1.8...U....Gyeonggi-dol.0...U....Seongnam-sil
: 8...u.
2 18 . .KETI1%e#..U....IoT Platform Research Center1.@...U... localhostile. . M.
25 17, . yunea29@keti.re.kre. .
26 23 2009230656107 .
27 1, 480208065610Z0..1.@ ..U....KR1.9...U....Gyeonggi-dol.8...U....Seongnam-sil
28 "poa": [ e...uU.
25 "http://192.168.9.112:7579" . .KETI1%@#..U....IoT Platfol:m Research Centerl.@...U... localhostlle.. *.H.
. ..yune429@keti.re.kra.." e
3 1 *.H
31 Tsputs [ e
32 " +W.n.kI....Coounnn Kp...gF.*K.*.
- s o)
32 "2a" 2265 a2 OFG 112 s Rieealslalale a ¥ e e @l s e 9 B h s e s S0 s v Y e e L 3 VL e L
35 1 +..%...9&..N0.6X.414.3." . +K+p2.d.......... Po...=..0U..m.9. %L 8?...08..uwHgUI. . #..
. 3 CE.W..KMB. .2.n...3.[9
. N
7o _ TS T s TN aloa Cbw
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Mobius SSL/TLS Enablement

* You can see the result like the picture when you check the packet of http,

not https

GET v | httpifiocalhost7579/Mobius
Params  Authorization  Hesders (10)  Body  Prerequ
TYPE

Inherit auth from parent - This reque

The authorization header will be

Body Cookies Headers (13) TestResuls

Prey  Raw  Preview  Visualize JON v

"m2mich®: {

: null,
5-20260916654852183",
i 5,
¢ "28200916T@54852",
Mobius",
202009167054852"
E

24 16,

25 17,

2 23

7 1

28 “poatr [

29 “http://192.168.8.112:7579"

M Wireshark - Follow TCP Stream (tep stream eq 61) - Adapter for Ioopback traffic captuse - o x

GET /Mobius HTTP/1.1

Accept: application/json

X-M2M-RI: 12345

X-M2M-Origin: SOrigin

User-Agent: PostmanRuntime/7.26.5

Cache-Control: no-cache

Postman-Token: edc@l5e8-b22f-4bcE-Icea-165191beba2b
Host: localhost:7579

Accept-Encoding: gzip, deflate, br

Connection: keep-alive

HTTR/1.1 20@ OK
X-Powered-By: Express

Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET, PUT, POST, DELETE, OPTIONS

Access-Control-All ders: Origin, X ith, Content-Type, X-M2M-RI, X-M2M-RVI, X-M2M-RSC,
Accept, X-H2M-Origin, Locale
Access-Control-Exp : origin, ith, Content-Type, X-MZM-RI, X-MZM-RVI, X-M2M-RSC,

Accept, X-M2M-Origin, Locale

x-m2m-ri: 12345

x-m2m-rvi: 2a

Accept: application/json

Content-Type: application/json; charset=utf-8
X-M2M-RSC: 2000

Date: Wed, 23 Sep 2020 09:28:44 GMT
Connection: keep-alive

Content-Length: 253

("nzm cb”i{"pi"inull, "ri®:"5- 19295915954&52183” "ty
ct":"28208916T854852", "20200916T@54852", "1b1": [ “Mobius"], "cst":1,"¢cs
Hoblus!","sr’t"‘[l 2,3,4,5, 9 10,13, 14 16,17 23],"pn [“http://192.168.0.112:7579"], " :
GET /Mobius HTTP/1.1
Accept: application/json
X-M2M-RI: 12345
X-M2M-Origin: sorigin
User-Agent: PostmanRuntime/7.26.5
Cache-Control: no-cach
Postman-Token: ¢149b893-c24c-4afb-8Be6-c6f4dBofl193
Host: localhost:7579
Accept-Encoding: gzip, deflate, br
Connection: keep-alive

»"2","2a" 11}

HTTP/1.1 20@ OK

X-Powered-By: Express

Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET, PUT, POST, DELETE, OPTIONS

Access-Control-Allow-Headers: Origin, X-Requested-With, Content-Type, X-M2M-RI, X-MZM-RVI, X-M2M-RSC,
Accept, X-M2M-Origin, Lnule

Access-Contral-Exp ders: Origin, With, Content-Type, X-M2M-RI, X-M2M-RVI, X-M2H-RSC,
Accept, X-M2M-Origin, Locale

x-m2m-ri: 12345

x-mm-rvi: 2a

Accept: application/json

Content-Type: application/json; charset=utf-8
X-MIM-RSC: 2000

Date: lWed, 23 Sep 2020 ©9:28:45 GMT
Connection: keep-alive

Content-Length: 253

88916854852183", "ty"
ct! bius","1t":"20200916T@54852", "1b1": [ "Mobius™], "cst"
Mnhlusz" “srt®:[1,2,3,4, 5 ,9,10,13,14,16,17,23], "poa”: ["http://192.168.08.112:7579"], "
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