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Motivation

• oneM2M platform is expanded, and high confidentiality is required from users 
while communicating with various devices

• oneM2M can provide confidentiality of data transmitted based on SSL/TLS

• In this tutorial, we will show you how data is encrypted via SSL/TLS
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Outline

• Prerequisites

• oneM2M – SSL/TLS Enablement 
• Mobius SSL/TLS Enabling Overview

• openSSL Installation

• Certificate Creation

• Mosquitto SSL/TLS Enabling

• Mobius SSL/TLS Enabling
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Prerequisites

• S/W
• Node.js

• Visual Studio Code
• https://code.visualstudio.com/download

• cmder(Terminal)
• https://cmder.net/

• Postman
• https://www.postman.com/downloads/

• oneM2M-API-Testing Source
• https://github.com/IoTKETI/oneM2M-API-Testing.git
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oneM2M – SSL/TLS Enablement 
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Mobius SSL/TLS Overview

• Mobius supports confidential and intact data transmission using 
HTTPs and MQTTs protocol based on Secure Sockets Layer / 
Transport Layer Security (SSL/TLS)

• Commercial servers use certificates that are issued by a validated 
Certificate Authority (CA) to use SSL/TLS, but for non-commercial 
purposes, the openSSL can be used which is free

• This tutorial provides the guide on generating certificates using 
openSSL and applying to the oneM2M communications
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• The &Cube sends a “Client Hello” message

SSL/TLS flow

That lists information to server
- such as the SSL/TLS version
- cryptographic algorithms
- data compression methods supported by the client

&Cube
(Client)

Mobius
(Server)
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• The Mobius responds a message

Data exchange flow

&Cube
(Client)

Mobius
(Server)

That lists information from server
- Cryptographic algorithm agreement
- Session ID
- Server’s digital certificate(include public key)
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• Authenticity check

Data exchange flow

&Cube
(Client)

Mobius
(Server)

1. The client will contact the server’s
Certificate Authority (CA)

2. Verifies the server's digital certificate, thus
confirming the authenticity of the web server

CA
(Certificate 
Authority)
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• Client key exchange and finished

Data exchange flow

&Cube
(Client)

Mobius
(Server)

Shared secret key encrypted with the server’s public key

The finish message is encrypted with the shared secret key-
handshake complete
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openSSL Installation(Windows)

• Download opsnSSL for Windows exe file
• https://slproweb.com/products/Win32OpenSSL.html

• Install the openSSL

• Open CMD and move to the installed directory
• > cd C:\Program Files\OpenSSL-Win64\bin

https://code.google.com/archive/p/openssl-for-windows/downloads
https://slproweb.com/products/Win32OpenSSL.html
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openSSL Installation(Linux,macOS)

• Linux(Ubuntu)
• Open terminal and enter command below.

• > sudo apt-get install libssl-dev openssl

• MacOS
• To download and install openSSL, brew is recommended

• About brew installation, please refer to the brew official website

• After brew installation, open terminal and enter command below
• > sudo apt-get install libssl-dev openssl
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Certificate Creation

• CA key pair and certificate Creation(1)
• Set path in the openssl.cnf file before Certificate Creation

• > set OPENSSL_CONF=C:\[PATH TO YOUR OPENSSL DIRECTORY]\bin\openssl.cfg
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Certificate Creation

• CA key pair and certificate Creation(1)
• On CMD or terminal, enter below command to create CA key pair

• > openssl genrsa -out ca-key.pem 4096
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Certificate Creation

• CA key pair and certificate Creation(1)
• Enter below command to create CA certificate

• > openssl req -new -x509 -days 9999 -key ca-key.pem -out ca.crt

• To create CA certificate, some information are required
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Certificate Creation

• Server key pair, csr and Certificate Creation(2)
• To create server key pair, enter command below

• > openssl genrsa -out server-key.pem 4096
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Certificate Creation

• Server key pair, csr and Certificate Creation(2)
• Enter below command to create csr which will be needed to create server 

certificate
• > openssl req -new -out server.csr -key server-key.pem

• To create csr file, some information are required. Input your information

• In this section, What you have to note is that you have to enter your server's 
domain name on Common Name field



© 2020 oneM2M

Certificate Creation

• Server key pair, csr and Certificate Creation(2)
• Create server certificate using server-ser.pem and ca-crt.pem

• > openssl x509 -req -in server.csr -CA ca.crt -CAkey ca-key.pem -CAcreateserial

-out server.crt -days 9999
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Certificate Creation

• Server key pair, csr and Certificate Creation(2)
• Use the following command to check the contents of the server.crt file

• > openssl x509 –in server.crt –text -noout
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Mosquitto SSL/TLS Enablement

• To enable SSL/TLS on mosquitto, some steps are required
• Create cert,ca_certificates folder in your mosquitto directory

• Copy and paste the ca.crt file into the ca_certificates directory under in C:\Program 
Files (x86)\mosquitto

• Copy and paste the server-key.pem, server.crt files into the certs directory under 
C:\Program Files (x86)\mosquitto
• (For linux, mosquitto.conf file exist in /etc/mosquitto)

(For macOS and 1.4.14_2 version of mosquitto, mosquitto.conf file exist in 
/usr/local/Cellar/mosquitto/1.4.14_2/etc/mosquitto)
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Mosquitto SSL/TLS Enablement

• C:\Program Files\mosquitto\• C:\Program Files\OpenSSL-Win64\bin
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Mosquitto SSL/TLS Enablement

• Edit mosquitto.conf to append SSL/TLS setting scripts
(cafile, certfile, keyfile should be exact path where each files placed. Below 
example is for Window)
• Conf path : C:\Program Files\mosquitto\mosquitto.conf
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Mosquitto SSL/TLS Enablement

• Open CMD or terminal and enter into the directory where mosquitto.conf
placed
• Run mosquitto with command below

• > net stop mosquitto

• > mosquitto -c mosquitto.conf -v
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Mobius SSL/TLS Enablement

• To enable SSL/TLS on Mobius, some steps are required
• Delete server-key.pem, server.crt, ca.crt files which are downloaded with Mobius

• Copy and paste server-key.pem, server.crt, ca.crt that you created using openssl to 
Mobius root directory

• Edit the code in Mobius.js like below



© 2020 oneM2M

Mobius SSL/TLS Enablement

• Run Mobius with command below
• > node mobius.js
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Mobius SSL/TLS Enablement

• Also you can see that all of request and response packets are encrypted
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Mobius SSL/TLS Enablement

• You can see the result like the picture when you check the packet of http, 
not https


